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Abstract: This article analyzes the technical and software problems that arise when the
Microsoft Outlook 2010 email client is used together with Microsoft Exchange Server 2019. It
examines issues related to software version compatibility, the MAPI over HTTP and Outlook
Anywhere protocols, the Autodiscover service, DNS records, TLS certificates, authentication,
and network connectivity. Based on Microsoft’s official support documentation, the article
explains the protocol-level connectivity options available when Outlook 2010 SP2 and the
relevant updates are installed. In addition, it presents a methodology for organizing laboratory
testing, a diagnostic algorithm, PowerShell commands, and troubleshooting recommendations.
The article also specifically notes that, as of 2026, both Outlook 2010 and Exchange Server 2019
have reached the end of their support lifecycle, which substantiates the need for a secure
migration.
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Email occupies an important place in the information exchange infrastructure of modern
organizations. It is used for official correspondence, document exchange, task coordination, and
workflow management. Centralized mail systems make it possible to manage user accounts,
mailboxes, calendars, and address books in a unified environment.

Microsoft Exchange Server is a server platform designed for building a corporate email
infrastructure, whereas Microsoft Outlook is a client application that users employ to work with
email messages and other mail items. Communication between Outlook and Exchange is carried
out through mechanisms such as MAPI, MAPI over HTTP, or Outlook Anywhere.

In practice, organizations sometimes keep legacy client applications in use while running
newer server platforms. In such cases, connection problems cannot be explained by a single
parameter: the client version, updates, server virtual directories, DNS, certificates, authentication,
and network policy all have a combined effect.

The aim of the study is to analyze the conditions for connecting Outlook 2010 to Exchange
Server 2019 on the basis of official technical documentation, to systematize possible failures, and
to propose a reproducible diagnostic methodology for administrators. The object of the study is
the corporate email infrastructure, and the subject of the study is the protocol, configuration, and
security aspects of the Outlook–Exchange connection.
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Methodologically, the article uses document analysis, the decomposition of functional
components, the cause-and-effect classification of failures, and the development of a checklist for
laboratory testing. The laboratory table in the article is a template intended for conducting
experiments; it does not present artificial results for tests that have not been performed.

1. Architecture of Outlook 2010 and Exchange Server 2019
Outlook 2010 runs on the user’s computer and displays the messages, calendar entries, and

contacts stored in the mailbox. Exchange Server 2019, in turn, stores mailboxes and processes
client requests through the corresponding services. DNS names, Autodiscover, HTTPS, and
server certificates play an important role in the connection process.

Figure 1. Simplified logical architecture of the connection between Outlook 2010 and
Exchange Server 2019.

MAPI (Messaging Application Programming Interface) is an interface that enables Outlook
and Exchange to work with mail data. MAPI over HTTP carries this communication over an
HTTP-based transport. According to Microsoft documentation, MAPI over HTTP can be enabled
at the organization level in Exchange 2016 and Exchange 2019 environments; however, the
virtual directories and client requirements must also be configured correctly [1].

Important clarification: Microsoft’s Exchange Server supportability matrix indicates that
Outlook 2010 SP2 with the relevant updates — KB2956191 and KB2965295 (the April 14, 2015
updates) — connects to Exchange 2019 via MAPI over HTTP. At the same time, Outlook 2010
can also use Outlook Anywhere (RPC over HTTP) when working with this server [1]. Thus, a
connection may be possible at the protocol level, but this does not mean that the legacy product is
supported today.

The Autodiscover service helps the Outlook client automatically determine the mail server’s
connection settings. If the DNS records or the Autodiscover virtual directory are configured
incorrectly, profile creation and the connection to the server may fail.

2. Support and Compatibility Limitations
When assessing the problem, it is necessary to distinguish between two concepts: 1) the

technical possibility of connecting via a protocol; 2) official support of the configuration by the
vendor. Although Outlook 2010 SP2 with the updates is listed in the MAPI over HTTP matrix,
support for Outlook 2010 ended on October 13, 2020 [2].
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Furthermore, Microsoft support for Exchange Server 2019 ended on October 14, 2025. A
server installation may continue to run, but standard technical support, bug fixes, and security
updates are no longer provided [3]. For this reason, choosing this combination for a new
production environment in 2026 is not recommended.
Product / capability Official status or requirement Practical conclusion

Outlook 2010 Support ended on October 13,
2020 [2]

No security or maintenance updates
are available.

Exchange Server
2019

Support ended on October 14,
2025 [3]

A migration plan must be developed.

Outlook 2010 SP2 +
KB2956191 and
KB2965295

Listed in the MAPI over HTTP
matrix for Exchange 2019 [1]

This is protocol compatibility, not
full product support.

Outlook Anywhere

Documented as an alternative
connection method for clients
that do not support MAPI over
HTTP [1]

Server configuration and client
requirements are checked separately.

MAPI over HTTP
Supported in Exchange 2019;
virtual directories must also be
configured [1]

Enabling the organization-level
parameter alone is not enough.

3. Main Problems and Their Resolution
1. Client Application and Protocol Compatibility
The legacy architecture and update level of Outlook 2010 are the first factors to check when

investigating connection problems. In particular, the absence of Outlook 2010 SP2 or of the
updates required for MAPI over HTTP may cause errors in protocol selection and connection.

Recommended checks: determine the Outlook version and bitness; verify that SP2 is
installed; confirm that the KB2956191 and KB2965295 updates, or the corresponding later
updates, are present; perform the test using a separate Outlook profile. Before installing updates,
the organization’s software policy and backup procedures must be followed.

2. MAPI over HTTP Settings
In Exchange 2019, the status of MAPI over HTTP can be checked using the Exchange

Management Shell:
Get-OrganizationConfig | Format-List MapiHttpEnabled

Get-MapiVirtualDirectory | Format-List Identity,InternalUrl,ExternalUrl
If the organization’s policy and client compatibility require it, the command to enable the

parameter is as follows:
Set-OrganizationConfig -MapiHttpEnabled $true
Before running the command, the existing configuration should be exported, the change

should be tested in a test environment, and the relevant virtual directory settings should be
evaluated. Setting the parameter to True should not be taken to mean that all connection errors
with Outlook 2010 will be eliminated.
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3. Autodiscover and DNS Issues
The Autodiscover service helps the client determine the Exchange connection settings. An

incorrect DNS record, an incorrect URL, a mismatch between internal and external names, or a
certificate name that does not match can disrupt automatic profile configuration.

nslookup autodiscover.example.uz
nslookup mail.example.uz
Get-AutodiscoverVirtualDirectory | Format-List Identity,InternalUrl,ExternalUrl

The domain example.uz is used as a placeholder for the organization’s actual domain. In
practice, the names in the commands are replaced to match the organization’s real DNS zone and
Exchange configuration.

4. TLS Certificate and HTTPS Connection
In an Outlook–Exchange HTTPS session, the validity period of the server certificate, its

Subject/SAN names, and the chain of trust on the client computer are important. If the certificate
has expired, has been issued for the wrong name, or does not chain to a trusted root certificate,
warnings or connection errors will occur.

Get-ExchangeCertificate | Format-List Thumbprint,Subject,NotAfter,Services
Test-NetConnection mail.example.uz -Port 443

When renewing the certificate, it is necessary to verify that the DNS names in use, such as
autodiscover and mail, are included in the certificate’s Subject Alternative Name field, that the
certificate is bound to the IIS service, and that clients recognize its chain of trust.

5. Active Directory, Mailbox, and MAPI Permissions
Even if the user’s password is correct, the Active Directory account may be locked, the

mailbox may not have been created, or the MAPI protocol may be disabled for the user. The
following commands are used for diagnostics:

Get-Mailbox user@example.uz
Get-CASMailbox user@example.uz | Format-List MAPIEnabled

If the organization’s policy permits it and MAPI is confirmed to be disabled, it can be
enabled:

Set-CASMailbox user@example.uz -MAPIEnabled $true
These actions should be performed only by a specialist with the appropriate Exchange

administrator rights. If an account lockout, a password policy issue, or a permissions problem is
detected, the Active Directory logs and Exchange logs are analyzed together.

6. Firewall, NAT, and Network Routing
For connections from external clients, TCP port 443 (HTTPS) is usually the main entry

point. However, an open port does not in itself guarantee that the server service is working
correctly. NAT rules, the reverse proxy, the load balancer, DNS, and TLS termination should
also be checked.

Test-NetConnection mail.example.uz -Port 443
tracert mail.example.uz
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In line with the organization’s security policy, only the necessary ports should be opened,
management ports should not be exposed directly to the internet, and connection logs should be
monitored.

4. Diagnostic Algorithm and Laboratory Testing Methodology
To identify failures systematically, it is recommended to begin the checks at the lowest layer

— DNS and the network — and then proceed to the certificate, the Exchange virtual directories,
the mailbox, and the Outlook profile. This approach reduces the likelihood of looking for the
same error in different components.

Figure 2. Recommended algorithm for diagnosing the Outlook–Exchange connection.
1. Organizing the Laboratory Work
Laboratory testing should be performed in a separate test environment, using a mailbox that

poses no risk to real users’ data. Before testing, the Exchange configuration and the state of the
test computer are recorded. When Outlook 2010 is used, the test results do not provide a
sufficient basis for deployment in a production environment, since the product is no longer
supported.
Item checked Command / action Result to be recorded

DNS nslookup mail.example.uz Returned IP address and DNS
response time

Autodiscover nslookup A/CNAME record and address
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DNS autodiscover.example.uz

HTTPS port Test-NetConnection
mail.example.uz -Port 443 TcpTestSucceeded value

Certificate Get-ExchangeCertificate Subject, NotAfter, Services
Organization
MAPI status Get-OrganizationConfig MapiHttpEnabled value

Virtual directory Get-MapiVirtualDirectory InternalUrl and ExternalUrl
Mailbox Get-Mailbox user@example.uz Whether the mailbox exists

MAPI permission Get-CASMailbox
user@example.uz MAPIEnabled value

Outlook profile Control Panel → Mail → Show
Profiles

Profile creation and connection
status

2. Test Results Recording Form
The following table is completed during the laboratory session. The results must be obtained

from actual testing; the table presented in the article is not a pre-filled experimental result but a
documentation template.
Test
No. Initial state Observed error / result Correction made Final state

1 DNS record is
checked ________________ ________________ ________________

2
TCP 443
connection is
checked

________________ ________________ ________________

3 Certificate is
checked ________________ ________________ ________________

4

MAPI and
virtual
directories are
checked

________________ ________________ ________________

5
Connection test
via the Outlook
profile

________________ ________________ ________________

3. Generalized Analysis of Problems and Solutions
Problem Possible cause Check / solution
Outlook cannot
find the server

Incorrect Autodiscover or
DNS configuration

Check nslookup, the Autodiscover URL,
and DNS records

Connection times
out

Port 443, NAT, firewall,
or routing

Run Test-NetConnection; check proxy and
firewall rules
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Certificate
warning

Incorrect name, expired
certificate, or chain of trust

Check the certificate’s SAN, NotAfter, and
CA chain

MAPI connection
does not work

Client updates or MAPI
configuration

Outlook SP2/updates, MapiHttpEnabled,
and virtual directory

Authentication
error

AD account, password, or
authentication method

Check account status, permissions, and
authentication logs

Mailbox does not
open

No mailbox exists or
MAPI is disabled

Check with Get-Mailbox and Get-
CASMailbox

Stability /
security risk

Products that have reached
end of support

Migration to a supported client and server
platform

The table shows that, to resolve a failure, it is first necessary to determine at which layer it
occurred. For example, a DNS problem cannot be fixed by recreating the Outlook profile;
likewise, the security risk posed by software that has reached end of support cannot be eliminated
merely by renewing the certificate.

Conclusion: The technical analysis shows that the problem of connecting Outlook 2010 to
Exchange Server 2019 comes down to several interrelated factors. Of particular importance
among them are the update level of the client application, the MAPI over HTTP or Outlook
Anywhere transport, the Autodiscover and DNS settings, the TLS certificate, Active Directory
accounts, and the network infrastructure.

The diagnostic sequence proposed in the article is based on step-by-step verification,
starting with DNS and the network and proceeding to the certificate, the Exchange configuration,
the mailbox, and the Outlook profile. PowerShell commands enable the administrator to
determine the state of MAPI, virtual directories, certificates, and mailboxes. The laboratory table,
in turn, is intended for recording test results and ensuring reproducibility.

The final recommendation is that the combination of Outlook 2010 and Exchange Server
2019 may be considered only in a limited, controlled test or temporary environment. The
organization’s primary email infrastructure, by contrast, should be migrated step by step to
supported client and server versions. This approach helps to improve service continuity, ease of
administration, and information security.
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